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Michael J. McDermott

Security and Public Safety Division

Office of Policy and Strategy

U.S. Citizenship and Immigration Services
Department of Homeland Security

20 Massachusetts Avenue, NW
Washington, DC 20529-2240

RE: Request for Comments: Collection and Use of Biometrics by U.S. Citizenship and Immigration
Services, 85 Fed. Reg. 56338 (September 11, 2020), DHS Docket No. USCIS-2019-0007

Dear Mr. McDermott:

The Center for Gender & Refugee Studies (CGRS) submits this comment in response to DHS Docket No.
USCIS-2019-0007, Request for Comments: Collection and Use of Biometrics by U.S. Citizenship and
Immigration Services, 85 Fed. Reg. 56338 (September 11, 2020) (hereinafter, Proposed Rule or Rule).
Due to the length of the Rule and therefore the length of our comment, we include a table of contents
to guide your review.
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INTRODUCTION

The present comment relates to the Notice of Proposed Rulemaking by the Department of Homeland
Security (DHS). The Rule would provide for an open-ended expansion of the term “biometrics.” While
currently only fingerprints, photographs, and signatures are required, the rule expands the term to
include a wide range of invasive techniques such palm prints, facial imaging, iris prints, voice prints and
DNA. Rule 56414. Furthermore, the Rule vastly expands the categories of person subject to the
biometrics requirement including children under the age of 14, and U.S. citizens and lawful permanent
residents filing any kind of immigration petition or application on behalf of a non-citizen. Rule 56414.
This Rule will allow the government to amass an enormous database of highly personal and sensitive
information on millions of citizens and non-citizens alike, and will greatly enable surveillance of both the
foreign-born and U.S.-born population.
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There is very little information given in the Rule as to how the biometrics information, which will of
course be linked to the extensive biographic information on each individual already held in immigration
files, will be maintained and stored. There is no information as to how the vast trove of data will be kept
secure from access by domestic law enforcement agencies, foreign governments, or criminal hackers.
The possibilities for identify theft and other serious harms by a range of State and non-state actors are
staggering.

A full analysis of the data security and surveillance implications of this Rule is beyond our expertise, as is
a complete accounting of its impact on Black, Indigenous, and People of Color.! The profound social
ramifications of this Rule support the argument that the comment period should be extended. Fully
understanding the impact of this Rule requires experts in asylum and other immigration matters to
consult nationally and internationally with experts in data collection, privacy protection, human rights,
and ethics. There is simply not time, for the reasons set forth below.

As experts in asylum law, we focus our comment particularly on the Rule’s compliance with the
international legal obligations of the United States to ensure that refugees are not returned to
persecution or torture, and to protect the right to privacy of all asylum seekers, particularly children.
Due to the time constraints outlined below, we are not able to comment on every troubling aspect of
the Rule. Our failure to comment on any particular element of the Rule should not be interpreted as our
support for it. To the contrary, for the reasons set forth below, CGRS urges DOJ to abandon the Rule.

It is our expert opinion that the Rule’s onerous and unjustified biometrics collection requirements will
lead to refugees who are fleeing a range of abhorrent persecution that has long been recognized as
meriting protection being needlessly returned to countries where they could be abused, sexually
assaulted, or otherwise harmed, tortured, or killed. Given the Rule’s lax provisions regarding
information-sharing with foreign governments, it will also pose grave risks to the right to privacy for
asylum seekers and refugees both in the United States and elsewhere in the world. This harm is even
more egregious in the case of children whose biometric information will be collected forcibly and
retained indefinitely.

Il EXPERTISE OF THE CENTER FOR GENDER & REFUGEE STUDIES

CGRS was founded in 1999 by Karen Musalo? following her groundbreaking legal victory in Matter of
Kasinga® to meet the needs of asylum seekers fleeing gender-based violence. CGRS protects the
fundamental human rights of refugee women, children, LGBTQ individuals, and others who flee
persecution and torture in their home countries. CGRS is an internationally respected resource for
asylum, renowned for our knowledge of the law and ability to combine sophisticated legal strategies
with policy advocacy and human rights interventions. We take the lead on emerging issues, participate

! See, e.g., Racial discrimination and emerging digital technologies: a human rights analysis, Report of the Special
Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related intolerance, Human
Rights Council, 18 June 2020, A/HRC/44/57.

2 Bank of America Foundation Chair in International Law; Professor & Director, Center for Gender & Refugee
Studies, University of California Hastings College of the Law.

321 1&N Dec. 357 (B.I.A. 1996).
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as counsel or amicus curiae in impact litigation to advance the rights of asylum seekers,* produce an
extensive library of litigation support materials, maintain an unsurpassed database of asylum records
and decisions, and work in coalitions with immigrant, refugee, LGBTQ, children’s, and women’s rights
networks.> Since our founding, we have also engaged in international human rights work with a strong
emphasis on El Salvador, Guatemala, Haiti, Honduras, and Mexico to address the underlying causes of
forced migration that produce refugees—namely, violence and persecution committed with impunity
when governments fail to protect their citizens.®

As a critical part of our mission, CGRS serves as a resource to decision makers to promote laws and
public policies that recognize the legitimate asylum claims of those fleeing persecution, with particular
expertise on women, children and LGBTQ refugees. Our goal is to create a U.S. framework of law and
policy that responds to the rights of these groups and aligns with international law. It is in furtherance of
our mission that we submit this comment.

. THE AGENCY DID NOT PROVIDE SUFFICIENT TIME TO COMMENT ON THE PROPOSED RULE

Although this comment is timely filed, we begin by requesting the full 60-day period for public comment
on the Rule. On September 16, 2020, we joined over 100 organizations urgently requesting a minimum
60 day comment period.” We incorporate the arguments made in that letter into this comment.

In addition to the arguments made in the September 16 letter, we make the following observations in
support of our request for the full 60-day period for public comment. Since the Rule was published on
September 11, 2020, the COVID-19 pandemic has continued to accelerate in the United States. Plans for
reopening have been delayed by our host institution, the University of California Hastings College of the
Law,® as well as by the City and County of San Francisco,® and the State of California.’® Our campus
remains partially closed and our staff is required to continue to telework. Many of us have family
responsibilities which exacerbate the difficulties of working full-time from our homes. Elementary and
secondary schools in our area are not open for in-person instruction, so parents on our staff are
responsible for making alternate arrangements to care for their children and support their distance
learning.

4 See, e.g., Innovation Law Lab v. Nielsen, No.3:19-cv-00807-RS (N.D. Cal.), prelim. inj. stayed pending petition for
cert., Wolf v. Innovation Law Lab, 140 S.Ct. 1564 (Mar. 11, 2020) (Mem.); Damus v. Nielsen, 313 F. Supp. 3d 317
(D.D.C. Jul. 2, 2018); Grace v. Barr, 965 F.3d 833 (D.C. Cir. 2020), reh’g requested (Appellants’ Pet. for Reh’g en
banc, No. 18-59177 (Aug. 31, 2020)); U.T. v. Barr, 1:20-cv-00116-EGS (D.D.C.); and Matter of A-B, 27 |. & N. Dec.
316 (A.G. 2018).

5 See, e.g., our Immigrant Women Too campaign, and the 2021 Immigration Action Plan.

6 See, e.g., Karen Musalo, El Salvador — A Peace Worse Than War: Violence, Gender and a Failed Legal Response, 30
Yale J. Law & Feminism 3 (2018); Karen Musalo and Blaine Bookey, Crimes Without Punishment: An Update on
Violence Against Women and Impunity in Guatemala, 10 Hastings Race & Poverty L.J. 265 (2013).

7 More Than 100 Organizations Join to Urge DHS to Provide 60-Day Comment Period to Respond to DHS'’s
Proposed Biometrics Expansion Rule, Sept. 17, 2020.

8 See UC Hastings Law, COVID-19 Community Updates.

9 See Reopening San Francisco.

10 see California Department of Public Health COVID-19 Updates.
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https://www.uchastings.edu/chancellordean/covid-19-community-updates/
https://www.uchastings.edu/chancellordean/covid-19-community-updates/
https://www.uchastings.edu/chancellordean/covid-19-community-updates/
https://sf.gov/step-by-step/reopening-san-francisco
https://sf.gov/step-by-step/reopening-san-francisco
https://sf.gov/step-by-step/reopening-san-francisco
https://www.cdph.ca.gov/Programs/CID/DCDC/Pages/Immunization/ncov2019.aspx
https://www.cdph.ca.gov/Programs/CID/DCDC/Pages/Immunization/ncov2019.aspx
https://www.cdph.ca.gov/Programs/CID/DCDC/Pages/Immunization/ncov2019.aspx
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In addition, during the comment period we have been severely impacted by smoke from catastrophic
fires in Northern California, leading to many days of extremely poor air quality. The unhealthy air quality
has affected staff members with pre-existing respiratory issues, as well as parents on our staff whose
children cannot go outside for home-schooling or for play or who have childcare cancellations. The risk
of fire remains high; two of our staff members have had to evacuate their homes during this comment
period and all staff, like all local residents, are advised to be ready to flee at a moment’s notice. Staff
members are also subject to unpredictable rolling power outages.

These factors have impeded our ability to analyze the Rule more thoroughly, research all potentially
relevant international and domestic law sources, and provide fully responsive comments. If the
comment period is extended, we reserve the right to expand our analysis and to resubmit a more
complete comment with additional supporting documentation.

V. THE PROPOSED RULE ABUSES THE RULEMAKING PROCESS AND UNDERMINES THE
PURPOSE OF THE ADMINISTRATIVE PROCEDURE ACT

Bypassing the normal rulemaking process, the administration seeks to codify far-reaching and erroneous
policies less than one month before a presidential election which numerous polls indicate the
incumbent is likely to lose. The administration’s haste to put this regulation in place is revealed by the
unjustifiably short period provided for public comment, and the grouping into one Rule of several major
changes to DHS'’s biometric data collection and storage practices. Most notably, this Rule expands the
definition of biometric information, imposes its use routinely unless waived, and provides for the
systematic implementation of DNA testing for verification of family relationships. Each one of these
fundamental changes would justify a separate proposed Rule with a minimum of a 60-day comment
period.

We also note, and object to, the sheer volume of administrative rulemaking propounded by the
administration with respect to the asylum system. During the brief 30 day comment period for the
present Rule, at least two other proposed Rules with grave consequences for asylum seekers have had
overlapping, equally brief, periods during which we have had to prepare our comments.!! The effect of
such rapid-fire rulemaking is to severely inhibit the public’s ability to analyze and provide comment, thus
undermining the purpose of the Administrative Procedure Act. We also question whether the
Departments are carefully preparing and considering their proposed rules, given the speed at which
they are being published.

Furthermore, these cascading proposed Rules rarely cross-reference one another, their final form has
not yet been determined, and their cumulative effect is unknown. So many proposed Rules await
finalization that it is impossible to know the contours of the regulatory scheme on which we are
commenting. In piecemeal fashion, DHS and the Department of Justice, as well as the Centers for
Disease Control and Prevention, have proposed hundreds of changes to the definition of well-settled
legal terms and to long-established procedures at all stages of asylum processing. They have proposed

11 Request for Comments: Appellate Procedures and Decisional Finality in Immigration Proceedings; Administrative
Closure, 85 Fed. Reg. 52491 (August 26, 2020); Request for Comments: Procedures for Asylum and Withholding of
Removal, 85 Fed. Reg. 59692 (September 23, 2020).
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onerous fees for the asylum application itself as well as for employment authorization applications,
while severely limiting the pool of asylum seekers who are even eligible for employment authorization.

These proposed changes, like the ones in this Rule, are nearly always asserted to promote efficiency, yet
are so convoluted and poorly written as to complicate matters and create unnecessary confusion
instead. The Departments’ focus on efficiency also comes without sufficient regard to fairness and the
procedural protections which must be part of any adjudication system. This Rule, like its predecessors,
and the ones newly issued during this comment period, will create new obstacles to protection and
impose additional burdens on asylum seekers.

V. U.S. INTERNATIONAL LEGAL OBLIGATIONS TOWARDS ASYLUM SEEKERS
A. Non-refoulement

The relevant international legal obligations regarding the principle of non-refoulement with which the
United States must comply are found in the 1967 Protocol Relating to the Status of Refugees (Refugee
Protocol) ¥ and the 1984 Convention Against Torture (CAT).'® The United States acceded to the Refugee
Protocol in 1968 with no relevant declarations or reservations. By doing so, the United States undertook
to apply all substantive articles of the 1951 Convention Relating to the Status of Refugees.* The United
States ratified CAT in 1994 with no relevant reservations, declarations, or understandings. These treaties
have been implemented in domestic law in the Refugee Act of 1980 and the Foreign Affairs Reform and
Restructuring Act of 1998, and accompanying regulations, respectively.

Under the Refugee Protocol, the United States is prohibited from returning persons to territories where
their life or freedom would be threatened on account of their race, religion, nationality, membership of
a particular social group or political opinion.™ The corresponding provision in U.S. law incorporates the
treaty obligation, stating that the Attorney General “may not remove” a person to a country if the
Attorney General determines that the person’s “life or freedom would be threatened in that country
because of the [person’s] race, religion, nationality, membership in a particular social group, or political
opinion.”1®

Under CAT, the United States shall not “expel, return (‘refouler’) or extradite a person to another State
where there are substantial grounds for believing that he or she would be in danger of being subjected
to torture.”*® The corresponding regulation again incorporates the treaty obligation, providing that a
person will be eligible for protection under CAT if he or she establishes “that it is more likely than not
that he or she would be tortured if removed to the proposed country of removal.”

12606 U.N.T.S. 267 (entry into force 4 Oct. 1967).

131465 U.N.T.S. 85 (entry into force 26 June 1987).

14189 U.N.T.S. 137 (entry into force 22 April 1954).

151951 Convention Relating to the Status of Refugees, art. 33, binding on the United States by means of U.S.
accession to the Refugee Protocol, art. 33(1).

168 U.S.C. § 1231(b)(3)(A).

178 C.F.R. § 208.16(c)(2).
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By becoming a State Party to these treaties, we have undertaken to carry out their terms in good faith.®
Furthermore, the U.S. Supreme Court has explicitly recognized that in enacting the Refugee Act of 1980,
Congress intended to bring U.S. law into conformance with international law.®

In relevant part, these treaties require the United States to achieve a specified result—the non-
refoulement of the persons protected. This, in turn, requires the United States to be able to identify the
persons who fall within the protected classes described in the treaties, persons who fear return to
persecution or torture. Any obstacles to this process of identification, such as those contained in this
proposed Rule, make it more difficult for the United States to meet its obligation of non-refoulement.

Guidance on the procedures and criteria by which the United States may identify the beneficiaries of
these treaty protections are found in Conclusions of the United Nations High Commissioner for Refugees
(UNHCR) Executive Committee, the UNHCR Handbook on Procedures and Criteria for Determining
Refugee Status and Guidelines on International Protection,® and other UNHCR guidelines. We ask
whether the agency took into consideration our non-refoulement obligations when proposing this Rule
and, if not, why not.

B. The Right to Privacy

As technological means of capturing and storing personal information have grown, so too has concern
with the individual’s right to privacy, and particularly the child’s right to privacy. The United States
ratified the International Covenant on Civil and Political Rights (ICCPR)?! in 1992 with no relevant
reservations, declarations, or understandings. Under the ICCPR, the United States has agreed that “no
one shall be subjected to arbitrary or unlawful interference with his privacy [or] family,”?? and that
“everyone has the right to protection of the law against such interference.”?® Similarly, the United States
signed the Convention on the Rights of the Child (CRC)?* in 1995, which obligates the U.S. government
not to defeat the object and purpose of the treaty.?> The CRC provides that “no child shall be subjected
to arbitrary or unlawful interference with his or her privacy [or] family,”?®and that “the child has the
right to the protection of the law against such interference.”?’

Guidance on the means by which States must respect the right to privacy may be found in General
Comments of the Human Rights Committee and a wide variety of other international sources. Specific

18 \lienna Convention on the Law of Treaties, art. 26. 1155 U.N.T.S. 331 (entry into force 27 Jan. 1980).

1% INS v. Cardoza-Fonseca, 480 U.S. 421, 426 (1987).

20 UNHCR, Handbook on Procedures and Criteria for Determining Refugee Status and Guidelines on International
Protection Under the 1951 Convention and the 1967 Protocol Relating to the Status of Refugees, April 2019,
HCR/1P/4/ENG/REV. 4, available at https://www.refworld.org/docid/5cb474b27.html [accessed 31 July
2020] (hereinafter Handbook).

21999 U.N.T.S. 171 (entry into force 23 March 1976).

22|CCPR, art. 17 (1), emphasis added.

Z3|CCPR, art. 17 (2), emphasis added.

241577 U.N.T.S. 3 (entry into force 2 Sept. 1990).

25 Vienna Convention on the Law of Treaties, art. 18. 1155 U.N.T.S. 331 (entry into force 27 Jan. 1980).

26 CRC, art. 16 (1), emphasis added.

27 CRC, art. 16 (2).
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guidance on the child’s right to privacy is available in General Comments of the Committee on the Rights
of the Child, while guidelines to protect asylum seekers’ right to privacy have been developed by
UNHCR.

We therefore analyze this Rule from the perspective of whether the proposed changes to established
procedures will provide adequate safeguards against refoulement and will protect asylum seekers’ right
to privacy. We ask the agency to explain whether it has consulted these resources and, if not, why not.

VI. THE RULE IMPOSES ADDITIONAL BARRIERS TO PROTECTION AND CREATES UNNECESSARY
BURDENS FOR ASYLUM SEEKERS THAT WILL LEAD TO REFOULEMENT

While it is understood that States have a legitimate interest in identifying applicants for asylum, the Rule
proposes to expand the collection of highly intrusive biometric identifiers without demonstrating why
the current system of fingerprints, photographs, and signatures is insufficient (see below). Critically, this
biometrics collection may now include DNA test results, which DHS may now use and store.

A. The Rule's Routine Invasive Biometrics Collection will Deter Some Asylum Seekers
from Seeking Protection

Unless DHS waives or exempts the requirement, every individual is subject to biometrics collection. This
blanket requirement will almost certainly deter some asylum seekers from applying for protection.
Asylum seekers may have good reason to fear such data collection and storage.

1. Survivors of Sexual and Gender-Based Violence

For example, many asylum seekers have been subjected to sexual violence. A woman may have a child
born of rape. For reasons of cultural stigma and personal shame, she may not have told her husband
that the child is not biologically his. Knowing that this information will be forcibly revealed simply
because the family has sought protection in the United States will cause some otherwise eligible
refugees not to apply for asylum, thus leading to their refoulement.

Where such applicants do submit to biometrics collection including DNA testing, because they have no
choice, there may be serious consequences which the Rule utterly fails to address. Forcing people to
provide such sensitive information which may have unexpected results for long recognized family
relationships, and which can lead to emotional or psychological trauma, requires both pre-test and post-
test counseling.? Families may break up upon learning this news, leaving the mother and child(ren)
even more vulnerable. Yet the Rule makes no mention of these critical counseling elements of any DNA
testing program.

28 UN High Commissioner for Refugees (UNHCR), UNHCR Note on DNA Testing to Establish Family Relationships in
the Refugee Context, para. 11, paras. 21-25, June 2008, available at:
https://www.refworld.org/docid/48620c2d2.html [accessed 10 October 2020] (hereinafter UNHCR Note on DNA
Testing).
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2. Individuals Fleeing the Government as the Persecutor

In another common scenario, many asylum seekers fear persecution or torture at the hands of their
government. This rule provides that DHS may vet the applicant’s biometrics against the data sets of
foreign governments. Rule 56415. The vast expansion of information collection foreseen by this Rule will
lead many asylum seekers to fear that their identifying information will be too easily shared with, or
hacked by, hostile authorities in their home country.

This fear of data breaches leads to two separate problems. First, otherwise eligible refugees will be
afraid to apply for asylum for fear of their having their data given to or stolen by their home
government, putting them at risk of refoulement. Second, if the asylum seeker does file an application
which is later denied, they are at much greater risk when returned to their home country, given the
likelihood that the home government has enormous amounts of information that can be used to track
the person, and knows that their asylum application was denied.

B. The Rule Fails to Provide Protection for Children Seeking Asylum

The removal of any age limitation on the collection of biometric information is the most concerning
aspect of this Rule. DHS specifically and repeatedly references its intention to create a system of
“continuous immigration vetting,” Rule 56415, that will follow an applicant throughout their
“immigration life-cycle.” Rule 56388. This is inconsistent with international guidance that data gathered
from children must have “a clearly defined period of retention.”?

Similarly, the biometric data of children should only be used for their own protection, not kept in an
eternal database subject to vetting with domestic law enforcement agencies and foreign governments
at the U.S. government’s sole discretion, apparently in perpetuity.®

2 Draft Gen. Comm. No. 25 on Children’s rights in relation to the digital environment, Committee on the Rights of
the Child, U.N. Doc. CRC/C/GC/25, para. 74, (Aug. 13, 2020), available at:

https://tbinternet.ohchr.org/ layouts/15/treatybodyexternal/Download.aspx?symbolno=CRC%2fC%2fGC%2f25&L
ang=en.

30 joint Gen. Comm. No. 22 on the general principles regarding the human rights of children in the context of
international migration, Committee on the Protection of the Rights of All Migrant Workers and Members of Their
Families and Committee on the Rights of the Child, U.N. Doc. CRC/C/GC/22 (2017), available at:
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G17/343/59/PDF/G1734359.pdf?0OpenElement.

® “Children’s personal data, in particular biometric data, should only be used for child protection purposes,
with strict enforcement of appropriate rules on collection, use and retention of, and access to, data. The
Committees urge due diligence regarding safeguards in the development and implementation of data
systems, and in the sharing of data between authorities and/or countries. States parties should
implement a “firewall” and prohibit the sharing and use for immigration enforcement of the personal data
collected for other purposes, such as protection, remedy, civil registration and access to services. This is
necessary to uphold data protection principles and protect the rights of the child, as stipulated in the
Convention on the Rights of the Child.” 4 17.
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Forcing all children who are seeking protection to provide biometric information for the government’s
database is not consistent with the best interests of the child.3! Children cannot give consent for such
invasive procedures that will have lifelong consequences, nor does the Rule even require parental
consent. This is contrary to international best practices.>? The Rule also falls afoul of the requirement
that an unaccompanied child seeking asylum receive appropriate protection.

C. The Rule Places Unwarranted Burdens on Asylum Seekers

In addition to the deterrent effect of this vastly expanded collection of biometric information, the
process of collection itself may impede consideration of the applicant’s claim for protection. Failure to
appear for biometrics collection allows DHS to waive the applicant’s rights. In the specific case of asylum
seekers, waiver of rights may only be avoided for good cause, which requires a showing of exceptional
circumstances under 8 CFR 208.10. Rule 56415.

A final deterrent effect of this Rule is the cost, including the fee of $85 for the biometrics collection and
the possible need to pay for DNA testing. While the Rule states that DHS will incorporate the additional
fee into the underlying request, it is unclear whether asylum seekers, who currently pay either no fee
for their application — or under a newly published Rule recently enjoined, a $50 fee — will need to pay
$85, or $35, or some other amount. Rule 56420. There is provision for a fee waiver, but it is unclear on
what basis such waivers would be granted. Rule 56343. Additionally, applicants would be responsible for
paying for their own DNA testing, Rule 56384, which according to the Rule, is extremely costly, starting
at $440. Rule 56382.

The necessity of either paying for the biometrics collection, or applying for a fee waiver, or paying for
the DNA test, poses another obstacle for refugees seeking protection. Contrary to the approach taken
by the Rule, UNHCR has clearly stated that the cost of a DNA test should be borne by the State requiring

it.34

VII. THE PROPOSED RULE IS DISPROPORTIONATE IN RESPONSE TO THE HARM ASSERTED BY
THE GOVERNMENT

The most fundamental principle of data collection and privacy is that any interference with the right to

privacy must be “a proportionate means to achieve a legitimate aim.” 3

The government asserts that the Rule is needed to address “fraudulent family unit schemes,” Rule
56341, and “imposters,” Rule 56356. Yet the information on the supposed harm being addressed by the

31 CRC, art. 3 (1). See also UNHCR Note on DNA Testing, para. 19.

32 UNHCR Note on DNA Testing, paras. 10 and 19.

33 CRC, art. 22 (1).

34 UNHCR Note on DNA Testing, para. 32.

35 Human Rights Committee, General Comment No. 16: Article 17 (Right to Privacy), The Right to Respect of Privacy,
Family, Home and Correspondence, and Protection of Honour and Reputation, 8 April 1988,
http://www.unhcr.org/refworld/docid/453883f922.html.
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Rule is incomplete, and does not provide a justification for such a massive expansion in biometrics
collection.

With respect to “fraudulent” family units, the Rule’s only quantification of the problem is riddled with
errors and omissions, and cannot be fairly assessed as to whether it justifies increased surveillance. DHS
states that:

Beginning in July 2019 DHS has been conducting a small-scale pilot program where, with
consent from individuals presenting themselves as family units, officers use Rapid DNA
testing technologies as a precise and focused investigative tool to identify suspected
fraudulent families and vulnerable children who may be potentially exploited. Between
July 1, 2019 and November 7, 2019, DHS encountered 1747 self-identified family units
with indicators of fraud who were referred for additional screening. Of this number,
DHS identified 432 incidents of fraudulent family claims (over 2020 percent). Rule
56352.

First, the percentage of fraudulent family claims given in parenthesis at the end is clearly mistaken
“(over 2020 percent).” Assuming that the other numbers given in the paragraph are in fact correct and
are not typos, the correct percentage would be 24.78%.

Second, this number, even if correct, is misleadingly high since it does not state the number of DNA
mismatches as a percentage of all families in the pilot program. It is emphatically not the case that
almost 25% of all family units are fraudulent, rather, that in one “small-scale pilot program” among
families with indicators of fraud, nearly 25% apparently had DNA mismatches (emphasis added). This
result is meaningless to indicate the scale of the problem without knowing the total number of family
units in the sample including those who did not have indicators of fraud. It also fails to indicate how
many of these families whose DNA apparently did not match may have been formed by adoption or
traditional forms of fosterage.

If the Department truly wanted to have an effective evidence-based policy on biometrics collection, it
would undertake a serious study with the advice and involvement of outside experts. It is ludicrous to
think that the “small-scale pilot program” mentioned in the notice of proposed rulemaking could in any
way justify the massive increase in data collection and surveillance that this Rule would establish.

Furthermore, the routine, wholesale, collection of DNA evidence relating to families seeking
asylum is contrary to international guidelines. UNHCR advises that DNA testing must be carefully
regulated3®and conducted only as a last resort.3” The Rule takes the opposite approach, allowing
the collection of DNA unless DHS waives the requirement, with no further information on what
elements would support such a waiver or how an applicant could request the waiver. This is
insufficient in light of UNCHR’s guidance that “[t]he circumstances under which [DNA collection]
is to be undertaken in the context of proving family relationships, the methods of obtaining a

36 UNHCR Note on DNA Testing, para. 8.
37 |bid, para. 16.
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DNA sample, the data to be extracted, as well as data protection measures should be clearly
prescribed.”®

In the specific context of using DNA to establish family relationships among applicants for asylum,
UNHCR cautions that international law recognizes a wide variety of forms of the family.3® Crucially,
UNHCR also advises that even if a blood link is not established, this may not necessarily imply an
intention to commit fraud, as there are many cultural and social dimensions to the notion of family.*

The only other data point presented in the Rule is similarly useless. It asserts that CBP identified three
“imposters” in less than forty days using facial recognition technology, Rule 56356, yet fails to state how
many people were found not to be imposters in that same sample.

Such limited, and flawed, data cannot be used as the basis for such a vast expansion of biometrics
collection on citizens, permanent residents, and non-citizens alike.

VIll.  THE RULE FAILS TO SET FORTH SAFEGUARDS TO PROTECT BIOMETRIC INFORMATION

As UNHCR notes, inadequate data protection safeguards can breach the right to privacy.** Management
of the data obtained, its disposal, and its storage, must also be strictly regulated based on international
standards of data protection.*? The Rule fails to provide sufficient detail on how data will be protected
from leaks or hacks, which is particularly worrisome since DHS intends to preside over an ever-growing
biometrics database that will maintained apparently in perpetuity.

IX. CONCLUSION

In conclusion, we wish to emphasize that this comment was prepared with an insufficient amount of
time, and does not reflect the full scope of our objections to the Rule, nor the breadth of legal authority
which supports complete repudiation of the Rule.

We urge the Department to withdraw this Rule in its entirety. The expansion of biometrics collection
and storage without sufficient safeguards would alone render the Rule subject to being discarded. The
inclusion of widespread DNA testing and storage without adequate protection for adults, much less
children, is extremely problematic, and also merits withdrawal of the Rule until more extensive
consultations can take place.

In order to remedy the profound flaws in this Rule, we strongly recommend that the Department engage
in consultations with UNHCR, CGRS, and other practitioners and scholars knowledgeable in asylum law,

38 |bid.

39 |bid., para. 15. See also, Kate Jastram and Kathleen Newland, Cambridge University Press, Family Unity and
Refugee Protection, June 2003, available at: https://www.refworld.org/docid/470a33be0.html [accessed 11
October 2020].

40 UNHCR Note on DNA Testing, para. 14.

4! |bid., para. 5.

42 |bid., para. 9.
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immigration law, data protection, biometrics, human rights, and ethics, in order to make use of
expertise that is apparently lacking in the government.

Thank you for the opportunity to submit comments on the proposed Rule. Should you have any
questions, please contact Kate Jastram at jastramkate@uchastings.edu or 415.636.8454.

Sincerely,
Kate Jastram

Kate Jastram
Director of Policy & Advocacy
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